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Mouionasa 100% ka3axcTaHcKad
KOMITaHHUA

20 peasiM30BaHHbIX IIPOEKTOB

Psp 3apybOeXHbIX IPOEKTOB, B
TOoM 4yucsie B CIIA

CoO6CTBeHHbIE Pa3pabOTKHU:
SmartDabyl, LogView,
DataDiode




Hama koMaHza

Komanga AIMI cocTtouT n3 npodeccrnoHanoB. HeKoTophblie nepeducyieHbl HUXKE.

MBI BEpUM B TO, YTO HMHHOBAIL[MOHHbIE IIPOAYKThI CO3/Ial0TCA NPOPECCUOHATAMU U HE

NOABJIAKOTCA N3 HEOTKYAdA

Ab3AJ1 KAHAEB

HKAHUBEK ECKEHAWP

EVBA3 MAMMA J1JIU

MeHe/Kep MPOEKTOB.

13 net onbiTa B THIO.
Harpagpr: TIIO, Honeywell,
KazkEnergy

Ceptudukarthbl. EPKS, SM, TPS

Pa3zBuTuTe OHU3Heca.

13 sieT onbITa paboOThl B OTPACIIHU.
Kartap, PO, Boctounas EBpormna,
KasaxcraH

Harpager:Chevron, Honeywell,
KazeEnergy

Ceptudukarsl: TUV FSENg, EPKSL4

JKCIepT M0 KNbepbe30nacHOCTH.
18 sieT onbITa B OTpac/Iu.

Harpaasr: Honeywell, EY
Ceptudukatbel: MCSA, CEH, CRISC,
CISM, Cisco, VMWare




YTto Takoe gata Auoa”?

JlaTa guoJ orpaHUYUBAET CETEBOU TPAaPUK B OJHOM HallpaBJIEHHHU IIPU 3TOM
rapaHTUpPYyeT PU3UYECKYH0 HEBO3MOXKHOCThD Ilepe/iayM JaHHbIX B 00paTHOM

HaAIllIpaBJIEHHUH.

ONTOBONOKHO
Nepepaua

BHyTpeHHAA ceTb Hara lnop Nara [luop, 5
AHHbIE
(besonacHan) [Nepepatumk MpuemHuk

llepenaua




[[pernMylliecTBa U aKTYaJIbHOCTD
M CIT0JIb30BAaHUA

 be3somnacHee ¢anpBoJia
* YMeHbIIIaeT CepBUCHBIE 3aTpaThl (haldpBoIbI HY>KHO 00CJIY>KMBATh,

YSI3BUMOCTH OBICTPO "KCIIOUTSTCS”)
e CylleCTBEHHO YMeHbIIIaeT PUCKU KMOepaTakK

AKTyaJIbHOCTb IPUMEHEHUA JaTa JUOA0B BO3p0oCja B CBA3H C.
e Tpe6oBaHHUAMHU MUHIHepPro 1o nepejgade gaHHbix B UCYH
e TpeboBaHUSAMH ['OCYyIapCTBEHHOU TEXHUYECKOM CJAYKOBI 110 Iepeiaye
naHHbIX B HOUD
e Heo6xXoaMMOCTbIO B3aUMO/IEVCTBUSA IIPOXU3BOACTBA C I'OJIOBHBIMU O0pHCaMHU
e BHespeHreM nporpamMm uppoBU3aL MU
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[[pakTHKa MpHUMeHeHUd

[\Rl\l} N[‘:‘/‘;S SAUDI ARABIA MIDDLE EAST WORLD BUSINESS MEDIA LIFESTYLE OPINION SPORT RESEARCH & STU

Saudi Aramco launches data diode security technology

Saudi Aramco launches data diode security
technology

SAUDI ARAMCO ADNOC TENGIZCHEVROIL

Aramco pelinjia UHBECTUPOBATh B Hogas ctpaterus ADNOC no TIIO ucnosb3yeT AaTa AUOM, OJIs
pa3paboTKy COOCTBEHHOT'O pelleHUs COKpallleHHI0 PUCKOB KHO€epaTak, nepejayu 3HepreTU4eCcKou

JlaTa AuMoJia IocJje pa3pyuuTelbHON MCIIO0JIb3YeT AaTa AUOAbI [Jis nHbopMmanuu B KEI'OK, 6e3

aTaku TrisyS\Triton Ha eé [IA3 OrpaHUYeHMs AOCTyNa B npeaoCTaBJEHUs MPSIMOro A0CTyna B

CUCTEMY NPOMBIIIJIEHHbIM CETMEHT CETHU cetb THIO




AnmnapaTHas apxXUTeKTypa (MVP)

NCTOYHUK [lonyyaTtensb
AAHHbIX AAHHbIX

[Mpokcu LLnto3 = Meguako
(MuHu MK) HBepTep

Ethermet
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[IporpaMMHas 4yacThb (MVP)

& mainrs 9 X = @rust panic £ Cargo.toml ¥ config.tomi ® let mut m = Shalznew(); Untitled-1 @ i

src > @ mainrs > &) main
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user: &usr,
pud: &cred, :
options: ConnectionOptions: :default(),
)2;
[}

[l Execute a one-off guery without any parameters.

match connection.execute{query: "SELECT * FROM ProcessData”,params: ())? {
Some(mut cursor: CursorImpl<StatementImpl<’ »») =» {

{f Use schema in cursor to initialize a text buffer

let mut buffers: ColumnarBuffer<TextColumn<.>> = TextRowSet::for cursor(BATCH SIZE, &mut cursor, max str limit: Some(4696))?;

let mut row set cursor: BlockCursor<CursorImpl<StatementImpl<’ >>, .> = cursor.bind buffer{row set buffer: &mut buffers)?;

[/ Iterate owver batches
while let Some(batch: &&mut ColumnarBuffer<TextColumn<.>>) = row set cursor.fetch()? {
ff Within a batch, iterate over every rouw .
for row index: usize in @..batch.num rows{) m
let cl: String = String::from utf8 lossy(batch.at(bufter index: &, row index).unwrap or(default: &[])).into owned();
let €2: String = String::from utf8 lossy(batch.at(buffer index: 1, row index).unwrap or(default: &[])).into owned();

let row data: TableData = TableData { cl1, c2 };

let json data: String = to string(&row data)?;

ffsha-1 hash calculation

let hash: String = hex::encode(data: shal::Shal::digest(row data.c2.as bytes()));
[/ fpushing data over diode

send data over udp(&json data, &src_addr)?;

//timestamp calculation

let tstamp: DateTime<local> = Local::now();

f/fdiagnostics output

printlnl("row {} with c2 hash {} sent at {}", json_data, hash, tstamp);

==



[IporpaMMHas 4yacThb (MVP)

® mainrs 6 X | {} launchjson 2 Cargotoml

src » @ mainrs > ) main

L= il CJ L = - -

18 EUCkEt-EEE:bFﬂHdEEEt{tPqu‘UHHFEP[}3

28 let environment: Environment = Environment::new{)?;
21 let mut connection: Connection<” > = environment.connect(

22 data_source name: "odbcrust”,
Z user: "ddcatcher”™,
24 pwd: "ddcatcheri23”,
g options: ConnectionOptions: :default(),
5 Y2 ]
28 loop {
24 match socket.recv_from(&mut buf) |
1 Ok { (num_bytes: usize, _src_addr: SocketAddr)) => {
31 let data: &str = std::str:i:from utf8(&buf[@..num bytes])?;
32 let row_data: TableDats = serde_json::from_str(&data).unwrap();
let id: String = row data.cl.clone(); 1:
34 let v: String = row_data.c2.clone();
35 / Insert into database
37 let mut stmt: Result<Prepared<StatementImpl<’ >>, .> = connection.prepare(query:
38 let params: (&VarCell<Box<[uB]>, Text:, .) = E&rnw_data.c:.intn_paraneter{),&rnu_
25 stmt?.execute{params ) ;
18 let tstamp: DateTime<local> = Local::now();
2 println! ("Received message: {} : {} times: {}", id, v, tstamp);

43 }
A4 Err(e: Error) => {

eprintin!("Couldn’t receive data: {}", e);

25 )

]
)

Received message:
a
Received message:
e
Received message:
e
Received message:
a
Received message:
e
Received message:
a8
Received message:
e
Received message:
a
Received message:
e
Received message:
a8
Received message:
e
Received message:
a
Received message:
e
Received message:
L]
Received message:
e
Received message:
L3
Received message:

M
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86 :

87

B8 :

89

o8

a7

a3

99 :

DEBLWG CONSOLE

: ES1F4DBF-B times:

: D31562FE-@ times:

BCOEIAZC-C times:

: 6BB32148-3 times:

261BE448-1 times:

: BFB413AC-8 times:

: DDIHEEBC-1 times:

: BO26BS72-E times:

: ACC2EB79-8 times:

: 16DB1ATS-4 times:

: 9783C1B4-0 times:

+ 1133487E-2 times:

: BEEASFO5-4 times:

: C1FRID87-C times:

» CETDC148-A times:

J1878D2B-A times:

TERMIMNAL

2023-29-14

2023-689-14

2823-89-14

2823-89-14

2823-89-14

2022-89-14

2023-89-14

2023-89-14

2023-89-14

2823-89-14

2823-89-14

2823-89-14

2023-89-14

2023-89-14

2823-69-14

2823-89-14

12:31:22.2201B46808 +84:8

12:31:22.227568780 +04.:8

12:31:22.2366B74008 +84:8

12:31:22.242853600 +04:8

12:31:22.245843598 +84:8

12:31:22.248731400 +04:8

12:31:22.258862580 +84:0

12:31:22.266443800 +04:8

12:331:22.2664194080 +84:0

12:31:22.278767188 +84:8

12:31:22.281828100 +84:8

12:31:22.293192200 +04:0

12:31:22.384803500 +04:0

12:31:22.323717888 +84:8

12:31:22.338365980 +04.0

12:31:22.358128808 +84:8

160 : 2ZF93AB7A-3 times: 2023-89-14 12:31:22.366773208 +04:



HTO MBI caesiaeM C
rPAaHTOM ?

Ha cpeacTBa rpaHTa Mbl coObepeM annapaTHYIO
4acTb MPOTOTHUIIA

B0o3MO0OKHO Bbl YBUAUTE IPOTOTUIl HA BbICTABKaX
MJIM B IMJIOTHBIX IPOEKTaX NpeanpUudTUr AS1 NMPOMBILLITEHHAS BBICTABKA.

CTPaHEI U 3 apy6 eKb S nmnuaﬂa nnncu in T.K:Ei;::;ﬁp Kapynbi Kywreg




JlanbHeHIllee pa3BUTUE

e Pa3zpaboTka COOCTBEHHOI'0 KJIMEHTA MPOTOKOJIOB

e MHTerpanusa gata-auoza C CyLeCTBYIOIHUMU IPOAYKTAMH MOHUTOPHUHIA U
Knoepb6e30nacHOCTH

e Pa3zpaboTka 06/1a4HOr0 cepBUca COOpa U 0O0pPabOTKH OOJBbIINX JaHHbIX
MHTErpUPOBAHHOTIO C AaTa—AU0L0M
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